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[TpoOyKTbl ON4
KOPMNOPAaTUBHOIO

yrnpaBneHuns OOCTYNOM




O KOMINAHUA

Ha pbiHKe MonoabliX cneumnanncToB
pa3paboTtkum MO N nccnepgoBaTteneun
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YCITYTU MAGNUS ID PaspaboTka

«Mon, Knoy»

ﬂMBaMH /‘\Tayﬂm-r
Mo6wunbHble Machine
NPUTOXXEeHUNA Learning
AHaNMNTMKa \‘/ IT-ayTcopc

YnpaBneHue
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MAGNUS ID

NMJ1AH NMPOEKTA BHEAOAPEHU4

JIOKAJIbHDbIE NPOBJIEMDI

OTCcyTCTBME LLEeHTPA/IM30BaAHHOIO
ynpaBneHUa OocTtynamMmum

OTcyTCcTBME Npouenypbl
nepecMoTpa O0CTYMNOB

BbicoKaga 3arpy>XeHHoOCTb
KBaTMPULMPOBAHHbIX KagpoB

HNmMTenbHOCTb Bbloayu
OOCTYNOB MNOJib30BaTeNAM

N36bITOYHOCTb OOCTYIMNOB
Yy COTPYOAHUKOB U NOoOpaa4YnNKOB

PuUckun 3noynoTtpebneHmnda
N36bITOYHBIMU MOTHOMOYNAMMU

Pa3poO3HEeHHOCTb
MHCTPYMEHTOB YyrnpaB/ieHUS

YXN3HEHHbIM LUKITOM
Y3 1 noTHOMOYMNaGMU

OBLWAYH NPOBJIEMATUKA

OTCcyTCTBUME LLEeHTPANIM30BaHHOIO
ynpaBneHUa gocTtynamMmm

[eTepOreHHOCTb
MHPOPMALMOHHbBIX CUCTEM

OTCcyTCTBME Npouenyp
Ha3Ha4vYeHMda N NnepecMoTpa
OOCTYyMnoB

Pa3zButme NT-pecypcoB
N NX UMMNopTO3aMeLleHne

BbicoKaga 3arpy>XeHHoCTb
KBaTMPULMPOBAHHbIX KagpoB

MHCprMeHTbI yrnpaBJ1eHNH
HKN3HEHHDbIM LUK/TOM

YUYETHbIX 3anmMcenm n NosIHOMOUYUN

Pa3pO3HEeHHOCTb
CKpUNTOB, HEBO3MOXXHOCTb
NO/THOU aBTOMaTU3aALUU

PUCKWU B OBJTACTU UB

Puckn HCL v yTeyeK goaHHbIX
OnuntenbHbIM ayaunT OOCTYMOB

3ageprKka B 6/10KnpoBKe Y3
YBOJIEHHbIX COTPYOHUKOB

HakonneHmne n3bbITOYHbIX MnpasB

HeaKTyalbHOCTb 0OCTYMNOB
y noapagynKoB

Hecob6nwogeHe NonnTuK
6e30MacHoOCTU

CNOXXHOCTb MHTerpauum
HoBbIX NC

B MHPpPACTPYKTYpYy KoMnaHunm
PocT onepaumNoOHHbDbIX PacCXonoB

OTCcyTCTBME UMM PA3PO3HEHHOCTb
MHOIOPaKTOPHOWM ayTEHTUPUKALNU



IKOCUCTEMA
MAGNUS ID

Maghnus Core

Maghus Access

Magnus Auth

Magnus Control

IdM/IGA

SSO

\Y | 2N

FAM

PAM

Ob6ecneyvymBaeT yrnpaBleHNeNoHOMOYNAMUM OOCTyMNa
N XXN3HEHHbBIMU LUKIAaMM YYETHbIX 3anmncen
C YYE€TOM MHOYXeCTBEHHbIX TPYOOYyCTPOMUCTB

depepaTtmBHaga ayTeHTUPUKauma (2026)

EoHaqa Touyka Bxoaa

BTopon-tpetnin paktop ayTeHTUPUKaLUMN

Penun3 3annaHmpoBaH B 2026

PEJIN3bl - Q2 26




NMPEMMYLLUECTBA

09 KNUEHTA
[TpMeHeHue UMKnNa
SSDLC npwu pa3paboTke

MOMOLLIbIO COBPEMEHHDbIX
TeEXHONTOrmm WmndpoBaHUA

‘ KoMaHOa ¢ onbITOM peain3aunin
NpPoeKTOoB B Large Enterprise
MOMOLLbIO COBPEMEHHbIX
TEXHONOrNU WNPpPoBaHUS
‘ MooynbHasa
QKOCUNCTEMAa
SSO, MFA, IDM B egnHou
KOHconn Magnus Core
‘ [TpMeHeHune
TexHonormum Al
KoMaHaa pa3paboTKM aKTUBHO
NnpUMeHdaeT TexHonornm Al
Ha cobcTBeHHOM KracTepe m3 Nvidia Tesla

MyNnbTUTEHAHTHOCTb
B 2026



PELLEHWUE

IDENTITY GOVERNANCE & ADMINISTRATION

[MONMHbIA KOHTPOSb
Nno6bIX TUMNOB Y3
B ynpasnsaembix NC,
XN3HEeHHOro umkna Y3

C

CoKpalleHune cpeaHero
BpeMeHU npenocTaBleHUs
OOCTYMOB

MAGNUS ACCESS

YnpaBrneHume rnpaBamMu
OOCTyMNna N XXU3HEHHbIMIK
LIMKITaMU YYETHbIX
3anmcen

\_&

MUHMMUM3aUUNA
N36bITOYHbIX MOTHOMOYUIA

BbicBOGOXXOEHUNE pecypCcoB
npodeccmoHanbHbIX
Ka[poB



MAGNUS ACCESS

2 1 Mownck
I magNUS ID o8
Ponu
[ nagHas
L ¥ B CTpaHuua
MeHenxemMeHT
Ponb Cpok pedcTtena L 1 CraTyc
2% Ponu
MeHeaxep beaonacHoCTH 24.06.24-01.02.26 B HeaxTuena
NMonbaosatenu
AQMUHKUCTRaToOR 24.06.24-01.05.25 A Ha cornacoBaHmmn 77
Access Manager_098 o [ X TexHuueckue ‘
YUETHBIE 3aM1CK Access Manager 24.06.24-01.02.26 § AxTueHa
¥ AxTuena Dile-eUed Cnyx6a noanepxrus 24.06.24-01.02.26 B HeakTveHa
Cpok AeRCTBMA .':'l.,ﬂ,r-’IHHHETIDH;]DElEHHE
1D ABOOO1
PRSI VIALS TEWA B 07.02.2025-08.10.2025 T AYONT
24.06.24-01.05.2 puwkosey EBreHuin
CepeuChl
24.06.24-01.02 % NaTa nIMeHeHWs B 07.02.2025
07.02.2025-08.1( ABTOD MIMEHEHMS E BnaceHkos EBreHuil AKTWBBI
24.06.24-01.02.2 ABTOHAZHAMEHMW He HacTpoeHo
CTpYKTYpPa KOMNaHWK
24.06.24-01.02 .5 Bnapeney ponm m PanH AMAUTPHA
2 ‘L
24.06.24 eo AETHBHMDOBAN L{E‘DHHI{ AHTOH =ahBhA
24.06.24-01.02.2 OnucaHue [|] BesonacHocTh
54 06.24-01.07.° Internet Download Manager (IDM) — 370 MOWHLIA MHCTPYMEHT ANA
CKaYMBaHWA AVN0OB C WHTepHeTa, obecneYynBaloLlMA BICORYHD
24.08.24-01.02.5 CKOPOCTL 3arpy3ku W yoobHell uHTepdenc. Ponk IDM 3akmodaeTcs B
ONTUMW3aL KK NPOUECCca 3arpy3kM, NO3BONAA NONL30BATENAM YCKOPHTL
24.06.24-01.02.5 CKa4YMBaHWe AaHHbIX, NAy3MpoBaTh U BOCCTaHABNWBATb 3arpy3km, a

TaK¥e WHTerpupoBaTe Bpayiepe! ANA aBETOMaTUYECKOrD 3axeaTa
4. 06.24-01.02.5 CCBINOK. 3TO WAeanbHbIW NOMOLWHWEK ANA 3QPeKkTUBHOMO ynpasneHna
boneWwKWMK dalnami

24.06.24-01.02.2 YeegomneHna @

AxTMel & [lonb3osartenn
24 .06.24-01.02.:

HacTpoiku

24.06.24-01.02.2

24.06.24-01.02.% .
by TyCcoB BAYeCnae

24.06.24-01.02 %



MAGNUS ACCESS

APXUTEKTYPA
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Maghus Connect

I
J

MQ broker
(ITSM, Emaill,
SMS, Bot)

Poccumckme peeHmd
N aHanoru

ERP CRM WMS

YnpaBneHue ydyeTKkaMu
N MOJTHOMOUYUNAMU

3YT1 Cloud

Active directory

SAP 1C

ALD Pro v aHanorm



MOLAYJlb

SINGE SIGN ON + MFA

K>
Y-

OAuth2, SAML,
WebAuthn

[MopaepyKa NonynapHbIX
CXeM ayTeHTUPMKauunm

MHorogpakTopHaa n ceteBad
ayTeHTUdumkKauma (RADUIS)

MAGNUS AUTH

Cepbe3HbIN 6apbep
0,19 3N0YyMbILLTEHHUKOB
\OKe Ha BXode

EOoMHaa ToyKa BxXoda
N yOo6HbIA CNocob

PelueHue noaTBE PXKOEHUS

on-premise
(Push-yBegomMrneHus)



MAGNUS AUTH

APXUTEKTYPA
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MpunoXeHme | PoccUMcKMe peLleHus
Magnus |ID E N aHanoru

ERP CRM WMS

a

AyTeHTUNPUKALLNA

OT4yeTbl Magnus Auth ) A4 MEA

Auth Gateways

e
o

3YT1 Cloud

Active directory

SAML j
OAUTH SAP 1C
WebAuthn |
RADIUS :
Audit DB HA DB HA DB TOTP | ALD Pro u aHanoru
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BE3OIMNACHOCTDb

OABYXDOAKTOPHAA AYTEHTUDOUKALLINA

[TouTa e

[Mony4yamTe ogHOpPa30BbIE
KObl Ha Bally NOYTY O/14
NoOTBEPXOEeHMA BXoaa

TenedpoH e

OpOHopa3oBble Koabl
Ha TenedoH yepe3 SMS

'% Ckopo

MAGNUS ID

ObHapy>xeH root-goctyn unwu jailbreak.
MpunoXxeHue He MOXeT paboTtaTb
Ha 3TOM yCTpoucTBee

r,0

L J

AkTusupymute Face ID,
yTobbl BXOAUTb 6€3 Kopa

AKTUBUPOBaTb

\ HacTpouTb No3xe ’
EEE—

o HHOekc Knwoy

Mcrnonb3ynTe NpUnoXXeHune-
ayTeHTUdpUKaTop, 019 NonyyYeHus
KOO0B ABYyX$paKTOPHOMN
ayTeHTudUKaumnm no QR-koay

[TpnnoXxeHme
Magnus |ID

Ncnonb3ynte npunoxxeHme-
ayTeHTUPUKATOP, OS19 NonyvyeHunsa
KOOOB OBYX$PaKTOPHOM
ayTeHTUdMKaumm no QR-koay

'“ Ckopo



OBbEKTbI IMLEH3NPOBAHUA

CepBep AreHTbl Auth CepBucbl Access

Active Directory

Maghnus Core LDAP Proxy

Magnus Auth

RADIUS Proxy CepBuc 1C 3YT1

Magnus Access WinLogon MS Exchange

Apache kafka Redis OWA

%system name%

Main DB Audit DB

AD FS

+|

NpunoxxeHne Magnus ID

PUSH-yBegoMneHusa



Mopenwu

nmueHsmposaHua m Tl

CepBep

AreHTbl

CepBUCHI

PUSH

beccpo4Hble NNLEeH3nN

N KOHKYpPEeHTHbIe TMUEeH3UN
FapaHTUMHaa noagep»KKa - 1 ron, 6ardbumKcebl

beccpoyHble NNLEH3UNU

N KOHKYPEHTHDbIE JTIMLEH3NIN

MonyyeHme o6HOBNEHUN — MNATHO
B TOM 4ymcne c 1-ro roga

beccpoyHblie NNLUEH3UNU
N KOHKYPEeHTHbIE JTMLUEH3UNUN

BERGH] yBe.EI,OMJ'IeHMl;l
FapaHTUMHaA nogaep»xka - 1 roa, 6arduKcebl



NMPEVMMYLLUECTBA

PEAJINBOBAHO

Nopgpoep»xka poccunckmx OC

Nopnepykka Java (PCTIK)

PaspgeneHme cucteMHou
B v Bl ayouTa

Nopgaep)XKa POCCUNCKUX
CUCTEM KOHTEUHEPU3ALLNN

BCcTpoeHHbIN rm6pmngHbin SSO

HYACTUYHHO
PEAJIUSOBAHO

Cob6CcTBEHHbIN KacTep Al

MyYNbTUTEHAHTHOCTb

XpaHnnuuie KagpoBbliX
N MONb30BaTENbCKNX COObITUN

MépuaHaa normka ayteHTudmKaumnm

B PASPABOTKE

[MpoMeXXyTouyHaa o6paboTKa
KagpoBbIX AaHHbIX (raw-data)

BCTpOGHHaﬂ 3adBO4YHaA CUCTEMa



MAGNUS ID

B PEAJINAX
POCCUUCKOIO INO

MAGNUS ID

Bca nnHeunka

PeecTp oTevectBeHHoOro MO (ao koHLa 2026)
JTnueHsma C3KWU - (B nnanax Ha 2026 roa)
Ceptndunkauma OCTIK (YO4) — (B nnaHax Ha 2026 roa)

MAGNUS AUTH MAGNUS ACCESS

Moaynb (IdM) Mopaynb (SSO+MFA)
YacTb Mep NMPUKa3oB YacTb Mep NMPMNMKa3oB
PCTIK N2239, ®CTIOK N231, PCTOK N2239, TOCT P
CTO bBP UBBC 57580.1-2017, TOCT P NCO/M3K

27001-2022, 152-P3



MAGNUS ID

- .
- =

O6cnegoBaHMe

. O6cnepoBaHue NC
- YT3, lNpoeKTHble peLueHns

- DYHKUMOHaNbHbIE
TpeboBaHUS

- HTerpaumnoHHble peLlueHns

- TpeboBaHUA
K po/1eBOUN MaTpuULe

- BPMN npoueccos
ynpaBieHUa goctyrnamMm

- TpeboBaHMA K OTYETaM

- -
- -

BHepgpeHune

- MpoeKTnpoBaHUe

apPXUTEKTYPbI

- Pa3BepTbiBaHUE

KOMMOHeHTOB |IdM

- NogknyeHne

NnepBOHA4YaJIbHbIX CNCTEM

- VNHTerpaumnoHHoe

TeCTnpoBaHuMe

- Harpysou4yHoe

TecTUpoBaHMe

- Pa3paboTKa NpoeKTHOM

OOKYMeHTaLuunm

- NpepBaputenbHbie NCHU

- -
- -

[lepeBon B 12

- [logrotoBka NpoAyYKTUBHOIO

KOHTYPAa

- Pa3BepTbiBaHUE

Magnus Access
B OTKaQ30yCTOMYNBOU
KOHPUrypaumm

- HacTpouka nHterpaumnm

c KN nyYCB NnpoayKTMBHOM
KOHTYype

- [lepeBog HacTpoekK

B NPOAOYKTUBHYIO cpeny

- [NpoBepeHmne INCHU

U nepegaya
B DKCMyaTauuto

Pa3sBuTHe
N MacllTabmnpoBaHue

- ObyyeHmne coTpyagHUKOB,
onepaTopos,
aAMUHUNCTPATOPOB

- MacwTtabupoBaHue

Ha Opyrue pecypchl
M noapasneneHud

. O6HOBNEeHUSA
N TexHMn4eckKasa
noanepykkKa

- JloocHallueHune
CMEeXXHbIMU MoOynaMum
nnHenkn Magnus ID



WYET Web Phone
magnus-tech.ru magnus-tech.ru/msc +7 (495) 232 54-34
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